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INTRODUCTION
There is a battle in progress that is far subtler than strategic bombing missions, commando direct action raids against Al Qa 'ida camps or the partisan political wrangling connected to America's global war on terrorism. This battle is the "war of the words," which is designed to capture the minds of the world's citizenry, influence their attitudes and behaviors and produce responses favorable to U.S. policy. In this world of globalization and instantaneous data dissemination, it is often said the human mind "has no firewall."
1 But in reality, there is a wall dividing the perceptions and beliefs of the West verses those of emerging nations, failing states and the radical Islamists from the Middle East/North Africa, Southwest Asia and the Pacific. America is losing this "war of the words" because of our overdependence on technology, inability or interest to understand the ethnic driving forces and motivations of nonwestern populations and cultures, and our domestic culture of political correctness. These shortfalls, coupled with a consensus-based, lethargic governmental process have resulted in ineffective governmental guidelines and "cookie-cutting" procedures that favor short-term, politically acceptable techniques and informational responses.
American leaders, in concert with our British allies, are working with the United Nations to develop and maintain favorable attitudes abroad concerning U.S. and coalition military actions in Afghanistan and other parts of the world. Concurrently, the U.S. government is attempting to execute other national priorities such as potential regime change and disarmament in Iraq and a National Missile Defense System as well as minimize potential hostilities on the Korean peninsula simultaneously. But does our government have the political will and possess the informational capability to develop, coordinate, synchronize and then explain our national strategy to the world with favorable results, much less enter into an adversary's information decision cycle to minimize hostile acts against the United States?
This paper will address and compare historical and current informational and influence programs; examine the structures and inter-governmental approaches to strategic influence;
and argue that their enduring values may not remain valid. It will conclude by discussing the derivative of strategic influence for the future.
BACKGROUND
Strategic influence operations have historically been a government's ability to further its national strategic goals and objectives internationally through an integrated, synchronized and
Interagency-vetted information campaign using the tools of public diplomacy, public affairs and international Military Information (DoD Psychological Operations) as its media. This has been undertaken within the framework of the National Security Council and the Departments of Defense and State. In our American form of democracy, strategic influence is and will remain the inherent responsibility of the President of the United States and his appointed cabinet to craft and execute the "U.S. Grand Strategy" directed at influencing foreign target audiences.
This "Grand Strategy" is a combination of domestic and international objectives designed to accomplish both short and long-term policy objectives.
Since the terrorist attack on September 11, 2001 (9-11) , the United States has had to restructure its global strategy, transitioning to a "capabilities based approach." 2 Most significantly, the previous U.S. threat based strategy, has proved lacking due to the asymmetric threats posed by non-state actors who have demonstrated and continue to demonstrate that traditional diplomatic means and previously valued methods of deterrence are ineffective 3 in ensuring American and allied security. In assessing our capabilities, the National Intelligence Community (NIC) and principally, Department of State's Office of Strategic Communication (OSC), has determined that the U.S. is severely lacking in the area of information and influence operations with respect to three major areas: its ability to develop systematic informational approaches with central control and functional leadership; its ability to integrate technological innovations within government; and a dedicated interagency analytical structure or fusion cell with a dissemination capability.
Most importantly, the USG lacks the political will to establish a single organization designed to serve as the conduit for USG informational policy development and dissemination within the globalized environment. These critical shortfalls have become more visible since 9-11 and the USG is attempting to correct these weaknesses through bold interagency coordination efforts and the establishment of a central communication mechanism. The nexus for these initiatives is the Strategic Communication Policy Coordinating Committee (SCPCC) within the National Security Council system, which tasked with analyzing and developing proactive a series of programmatic responses in support of the President's policies.
In the 2002 National Security Strategy, President Bush highlighted that "the gravest threat our nation faces lies at the crossroads of radicalism and technology.
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" (WAYS) As the interagency process restructures and organizes for the War on Terrorism, it is essential that the USG review its capabilities and establish a doctrinal approach for information development and dissemination. Presently, the SCPPC has established a combined fusion cell which integrates various agencies' (State, Defense, CIA, USAID) analytical capabilities to conduct appropriate levels of target audience analysis prior to campaign and product development. The fusion cell is chartered to develop both short and long-term informational based programs in support of current policy. These product based programs are then integrated into a synchronized informational strategy where key leaders provide information to domestic and foreign target audiences utilizing full spectrum media. The key to success for future informational programs will be its analytical basis using a metric based approach for measuring of effectiveness both domestically and abroad. The following sections will provide a historical prospective of information procedures within the USG, discuss control mechanisms and then touch upon current informational initiatives. [1917] [1918] [1919] . The committee's objectives were to encourage loyalty and unity at home while promoting understanding and support of U.S. foreign policy objectives abroad. To accomplish its objectives, the Committee established "country bureaus" to focus its efforts and created numerous overseas offices to distribute literature and audio/visual products. The
HISTORICAL ATTEMPTS AT NATIONAL-LEVEL INFORMATION COORDINATION
Committee employed motion pictures, sponsored tours, held mass rallies, and distributed millions of posters, leaflets, newspapers and sign boards. The most famous domestic product of the Creel committee's work was the "four-minute men" program which generated thousands of speeches in public theaters, schools and various organizations across the U.S. reaching an audience in excess of 314 million. 5 The "four minute men" was a series of politically designed speeches and addresses which were designed to garner favorable public opinion and could be completed in four minutes. Criticism of the committee's and Wilson's tactics may be justified, but these techniques proved highly effective in galvanizing forces to defeat the enemy."
6
In 1919, with the end of World War I and the dissolution of the Creel Committee, the first and most ambitious attempt to develop a national security coordination system was proposed by Franklin D. Roosevelt, then Secretary of the Navy. The proposal met a quick death due to bureaucratic infighting and lack of "perceived need" in a time of peace. As the government restructures, it is essential that we review all previous practices, current directives and capabilities concerning the USG's ability to conduct influence operations across the informational spectrum. Primacy of effort must be directed towards effective management within the interagency process, and thereby affect and shape the international information environment to support the U.S. national strategy for the War on Terrorism and beyond.
POLITICAL REALITIES AND CURRENT INITIATIVES
The U.S. government consists of over forty separate and independent bureaus and agencies; each with separate charters, budgets, agendas, personalities and unique bureaucratic cultures. These agencies often possess separate and distinct educational and training requirements, promotion criteria for advancement, and, with the exception of the Department of Defense, none attempt to formally initiate their personnel into the interagency process through advanced schooling and assignments.
Is it naive to believe that the U.S. government is incapable of executing an interagency vetted influence campaign? Is it possible, that the USG is not effective due to long standing bureaucratic ineptitudes, political correctness, historic jealousy or trivial differences between appointed officials? Throughout the history of our government, key or select communicators have always retained levels of influence not necessarily equal to their rank or position within institutions. These select individuals will continue to shape the informational environment to either the advancement or detriment of our policies until a formalized process is developed, where analysis is fully considered and integrated throughout the interagency and then executed collectively.
The combination of information development and distribution, social anthropological analysis, technological innovations, and influence present our nation it's most challenging mission in decades. Since 9-11 we face a paradigm shift, requiring a restructuring of our government's ability to analyze and develop a grand strategy, and then concretize that strategy into concepts and policies designed to deal with the asymmetric challenges presented to us The following sections will provide a overview concerning the development of the interagency process and briefly discuss current USG organizations and initiatives presently operating today.
NATIONAL SECURITY COUNCIL
During World War II, President Roosevelt still controlled the information flow and policy development through ad hoc organizations and working groups for policy coordination. The
Congress identified this organizational shortfall and imposed upon President Truman by enacting the National Security Act, a coordination mechanism designed to assist the President in quickly addressing foreign and domestic national security issues.
"There is hereby established a council to be know as the National Security Council…the function of the Council shall be to advise the President with respect to the integration of domestic, foreign, and military policies relating to the national security so as to enable the military services and other departments and agencies of the Government to cooperate more effectively in matters involving national security." Within all organizations of the NSC system and primarily the Policy Coordinating Committees, the greatest weakness lies in the system's ability to routinely transfer and coordinate information as well as develop a synchronized influence program. While a department or agency may be assigned to chair a Policy Coordinating Committee, it possesses no tasking authority over the interagency or its resources for the accomplishment of his mission.
Simultaneously, the chair may also possess neither tasking nor directive authority within his own organization. The lack of central tasking authority has always presented the greatest challenge for policy implementation. Numerous failures or ineffective actions have occurred when the chair is not capable of gaining or maintaining consensus among the interagency participants.
Secondarily, the chair must understand those capabilities internal to the various bureaus and capitalize on their "intra-agency" strengths and weaknesses.
INTERAGENCY PROCESS
The interagency process provides a means to facilitate policy coordination and development. "The interagency process is designed to ensure that information and options are developed and passed up the line and that decisions and guidance are passed back down to staffs which must write orders and oversee their execution."
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Within the U.S. government, the interagency process is a living organism, one which possesses no firm structure or doctrine and occasionally consumes its participants. The process itself is a direct reflection of the President, is emphasis, that is, his level of trust and comfort with the political appointees and his philosophy on government. Under each administration, governmental agencies are provided general guidance through directives (e.g., PDDs, NSPDs)
as to how the President would like national security policy to be conducted. These documents establish basic guidelines for agency interoperability on specific subjects, but may fail to provide lead actors with interagency tasking authority and resources to accomplish the mission.
Depending on the priority identified by senior leaders or by the placement of key personnel in charge of interagency working groups, individual agencies may not provide support to the process. Some agencies may not deem it to participate fully in the interagency process or key agencies may be left out completely due to the lead organization's lack of understanding of the value various agencies can contribute.
Within the interagency process, the NSC senior directors can be tasked by the National Security Advisor, Principals Committee (PC) or the Deputies Committee (DC) to establish exploratory working groups based on regional orientation or specific subjects such as terrorism, human rights or non-proliferation of Weapons of Mass Destruction/Effects (WMD/E). Based on the group findings and importance, the PC/DC can elect to establish a Policy Coordinating Committee (PCC) with a functional lead identified in accordance with NSPD 1
13.
INTERNATIONAL PUBLIC INFORMATION (IPI)
Within NSPD 1 was signed by President Bush, he revalidated and maintained select PDD's from the previous administration, one of which was PDD-68, International Public Information (IPI) and the organizations formal structure it created. One of the organizations created was the IPI Secretariat which was established on April 30th 1999, and which continues as PDD-68 has been revalidated under NSPD-1. The premise for the PDD was that dramatic changes in the global information environment (GIE) required the USG to implement a more deliberate and well-developed international public information strategy in promoting our
American values and interests.
IPI activities resulting from the PDD were undertaken to address only foreign target audiences because of Smith/Mundt Act restrictions as well as its informational and influence programs were designed to truthfully depict USG foreign policy. These activities were designed to enhance USG information efforts within the interagency, multilaterally and with NGOs while neither misleading nor compromising the integrity or independence of non-governmental organizations. Within its charter, the IPI Secretariat's mission statement required it to "improve our ability to coordinate independent public diplomacy, public affairs, and overt International
Military Information (IMI) efforts, and to ensure that they are more successfully integrated into foreign and national security policy-making."
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Before to the PDD was signed by President Clinton, significant interagency turf battles were conducted to determine who would be the proponent for this Secretariat and maintain overall control and influence of its activities. Initially, IPI was to be placed under the NSC due to the Clinton administration's philosophy of the NSC being more operational in nature. However, 
OFFICE OF STRATEGIC INFLUENCE (OSI)
"If you know the enemy and know yourself; you need not fear the results in a hundred battles. If you know yourself, and not the enemy, for every victory gained you will also suffer a defeat. If you know neither the enemy nor yourself, you will succumb in every battle.
15
Sun Tzu
While the Office of Strategic Influence was primarily a DoD initiative, and should normally fall under the Department of Defense, it is key to mention it within the confines of the interagency because the history of the organization and the actions which occurred prior to OSI being dissolved may occur again.
After 9-11, international sympathy was expressed for the innocent civilian loss of life, but world opinion concerning the United States, primarily from within the Muslim world, was at its lowest level in measurable history. In numerous governmental and independent surveys conducted, the consensus from the Muslim "man on the street" was that the U.S. deserved to be "knocked off their pedestal" because of its pro-Israeli and anti-Palestinian/Arab policies. How could this have happened, why do they hate us and what we can do to change these perceptions became the buzz of the "Beltway?"
For weeks following the terrorist attacks on 9-11, the interagency process was in chaos and significant disagreements existed as to the informational mechanisms required, but most importantly, how to respond. Every government agency was scrambling, each had its own concept or approach for responding to the crisis, and in many cases key government agencies, working unilaterally, would have more than one approach, all uncoordinated at the intra-agency and interagency level. Informed speculation has it that while OSI was highly successful in determining its baseline mission requirement against the GWOT and beginning to execute pro-US influence programs abroad, it was not capable of protecting itself from political "rice bowl" issues and petty jealousies. When a series of coordinated press releases with intentionally leading disinformation hit the media on the February 20, 2002, a media feeding frenzy against OSI ensued. DoD decided to close the office rather than counter the internally spread disinformation and take corrective actions to eliminate leaks and security violations.
Since OSI was dissolved, no other organization within the interagency has attempted to identify, coordinate, synchronize and conduct long-term, analytically based, influence programs in support of the U.S. government in the global environment.
BROADCASTING BOARD OF GOVERNORS (BBG)
The Broadcasting Board of Governors (BBG) is an independent organization authorized "to direct and supervise" all civilian broadcasting activities of the U.S. Government. 16 The BBG views this independence as "an embrace of the idea that all of our broadcasted are journalists" When it was part of USIA, the BBG leadership worked closely with Congress to design the International Broadcasting Act of 1994 (IBA) to include and provide the following: 
ADEQUATE TRANSMITTER AND RELAY CAPACITY TO SUPPORT THE ACTIVITIES DESCRIBED IN THIS SECTION; AND 9. TRAINING AND TECHNICAL SUPPORT FOR INDEPENDENT INDIGENOUS MEDIA THROUGH GOVERNMENT AGENCIES AND PRIVATE UNITED STATES ENTITIES.

FIG. 1 INTERNATIONAL BROADCASTING ACT OF 1994, PUBLIC LAW 103-236, SECTION 303
The independence the BBG gained from the 1994 legislation has caused considerable confusion and consternation among the interagency members responsible for influence and strategic information. While its goals and objectives are outlined in the IBA of 1994, the present organization has deviated from its statutory mission through the personal interpretations by a small body of its membership. These actions have caused the organization to be compelled to appear before Congress and explain its program of activities and how they are developed, its internal quality control mechanisms and approval mechanisms utilized prior to dissemination of product and most importantly, its justification for continued existence.
Most of the problems associated with the IBA have been removed, but the underlying reason for confusion still exists. There is not a lead agency with tasking authority that develops the U.S strategy for promoting and magnifying the government's goals and objectives of fostering democratic principles worldwide and providing international target audiences with truthful and factual information on U.S. activities. Additionally, there is not an interagency organization that conducts appropriate target audience analysis while countering hostile disinformation, misinformation and hostile propaganda.
Fundamental to all these requirements is the question of how the BBG is related to and integrated with national security strategies and foreign policy. While credibility of information, journalistic integrity and accurate reporting are important for international acceptance, primacy of effort should be directed towards target audiences, types of languages to broadcast in, length of broadcast, dissemination techniques, area of coverage and measurements of effectiveness used to determine format and process.
Simultaneously, the major problem which must be solved lies in the area of U.S. policy and law: who decides how and when the broadcasting assets are utilized during times of crisis, and how to define the appropriate relationships between the BBG, and the Departments of State and Defense, and other U.S. national security agencies. 18 The BBG has played a crucial role in disseminating the U.S. message to denied countries and target audiences where freedom of information is restricted. This organization faces numerous difficult choices if it's going to remain a key entity within the USG influence arena for the 21st century. The statutory authority under which it presently operates degrades the U.S. international broadcasting potential and limits it effectiveness for future influence activities. These shortfalls lie within the parameters of a interagency vetted information program where long-term, sustained and synchronized operations are required to influence international target audiences using traditional mediums and advanced technologies including internet based radio and direct broadcast satellites.
STRATEGIC COMMUNICATION POLICY COORDINATING COMMITTEE (SCPCC)
The Strategic Communication Policy Coordinating Committee, in accordance with NSPD-1, was established on 10 September 2002 with the specific mission coordinating all U.S.
informational policies and programs through an NSC directed interagency medium. This group is designed to foster positive international and domestic public opinion on current USG strategic objectives and influence foreign audiences in ways favorable to USG goals and objectives. 
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Concurrently with the SCPCC structure, the OSC is tasked to develop and disseminate of a National Information Strategy (NIS) and are responsible for analyzing and responding to hostile propaganda and dis/misinformation directed against the USG.
The PCC will utilize the IPI Secretariat as its principal coordinating mechanism to facilitate the interagency process. Even though the PCC was activated on 10 September 2002, it has only held three meetings. Additionally, its members and potential interagency participants have not been fully utilized. As with any PCC, the President or his agent of Influence will have to tell the interagency that informational programs and its secondary effects are critical to the successful conduct of influence activities throughout the world. Hopefully, in the near-term, key communicators will understand the implications and act accordingly.
DEPARTMENT OF STATE AND PUBLIC DIPLOMACY
"But if the watchman sees the sword coming and fails to blow the warning trumpet…I will hold the watchman responsible…"
The Department of State, one of America's oldest and most important instruments of statecraft is an antiquated agency whose level of performance and effectiveness has been questioned by numerous administrations and members of Congress. While this organization has been led by some of our greatest leaders and diplomats, the rank and file consider themselves part of an elite organization within the U.S. government and are generally xenophobic when dealing outside of their bureaus. The Department is broken down into multiple areas of specialization, but in actuality is organized into two main areas of responsibility; regional and functional bureaus. These two separate entities also include a series of internal struggles between functional areas called cones (e.g., political, economic, counselor affairs, public diplomacy) or Foreign Service (FS) specialties. The State Department is the government agency responsible for the conduct of diplomatic activities worldwide, but this paper will only concentrate on its public diplomacy responsibility. Restructuring Act of 1998, but its absence is being critically felt throughout the world.
Secretary of State Madeleine Albright declared at the integration ceremony, "the full integration of public diplomacy into American foreign policy will make it more agile and open and more convincing to the rest of the world.
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" Her statements were simultaneously being countered by John Reinhardt, a senior USIA official who stated: "There is no one in this room who doesn't approach this merger with trepidation. We fear that public diplomacy will be swallowed and destroyed by the State Department, which practices formal diplomacy .
24
" His fears have proven true, and to the detriment of public diplomacy, US foreign policy and international relations.
First, one must understand that the elimination of USIA was a political concession by the Clinton Administration to Senator Jesse Helms who wanted to downsize government and thought the consolidation of USIA into DoS was a positive step. USIA was independent from the State Department, and concentrated on long-term information, educational and cultural programs at the strategic level. Its members, while assigned to U.S. embassies, were somewhat independent from the "Country Team" since they possessed their own budgets, and conducted both strategic and regional information program. Most importantly, the final approval for their programs was the director of USIA and not the U.S. Ambassador or Secretary of State. USIA also controlled all USG strategic dissemination assets and produced government publications that told the "American Story." After the Cold War, USIA became an easy target for elimination because it lacked a domestic constituency since its focus was solely on foreign target audiences.
Prior to the consolidation, USIA controlled and developed radio and television programs charged with telling America's story to foreign audiences. When Congress merged the U.S.
Information Agency with the Department of State, it also established the Broadcasting Board of
Governors as an independent entity, which only furthered confused the direction and execution of public diplomacy strategy, programs and activities. The State Department integrated the majority of former USIA into the Office of International Information Programs (IIP) and dispersed the remainder of PD personnel into regional and functional bureaus where they became supporting members. While the integration may have been conceptually valid, the application and rational behind its focus is totally unjustified and the capability that USIA had to conduct long-term public diplomacy activities has been greatly reduced and not replicated.
INTERNATIONAL INFORMATION PROGRAMS (IIP)
The Office of International Information Programs (IIP) is on of three entities reporting to understands the requirements for immediacy of dissemination, the greatest shortfall is the lack of an appreciation for IIP capabilities. These neglected capabilities include: long-term information policy development, multi-media product production and non-computer dissemination, and non-diplomatic, face-to-face meetings at the American centers.
DEPARTMENT OF DEFENSE
The real target in war is the mind of the enemy commander, not the bodies of his troops. 
INFORMATION OPERATIONS (IO)
IO has different meanings for different government agencies, but most importantly it even differs between services within DOD. Presently each service has its own manual pertaining to IO which includes control and integration, and currently the joint doctrine writers are rewording its definition to one of consensus, which is causing additional confusion. The joint IO goal is to have information superiority: the capability to collect process and disseminate an uninterrupted flow of information while exploiting or denying an adversary's ability to do the same. The current IO organizational structure has caused significant planning, developing, coordination and dissemination problems within DoD due to the approval process for execution. Multiple OSD organizations (e.g., USD-P, ASD-SOLIC, ASD-C3I, ASD-PA) possess specific and/or limited approval authority for portions of IO (CNA/CND, PSYOPs, Deception 
DEFENSE SCIENCE BOARD TASK FORCE ON MANAGED INFORMATION DISSEMINATION
The Defense Science Board is an advisory committee established to provide independent advice to the Secretary of Defense. This board has been operating for over fifty years and consists of independent subject matter experts (SMEs) from government, industry and Throughout its investigations, the Defense Science Board's observations and empirical data continuously reflected that the U.S. Government requires a coordinated means to speak with a coherent voice abroad.
RECOMMENDATIONS
The USG and primarily the foreign affairs community should take a hard look at its informational capability during this period of governmental reorganization and transition. The
Executive Branch and Congress should jointly reevaluate the current capacity for our government to project America's message domestically and abroad, and if required, reestablish a USIA like organization to address these shortfalls.
For the USG to conduct informational programs successfully, it needs to expand its horizons using the SCPPC as the catalyst. Adequate interagency resources to include personnel, facilities and a robust budget are required immediately to support U.S. policy initiatives and objectives. The SCPCC, in collaboration with PCC working groups needs to develop programs at the strategic level that address four target audiences separately: the U.S. domestic audience, coalition or multilateral countries, the international media, and specific target audiences in which the campaigns are being directed against (e.g., Iraq, North Korea, international terrorist and/or criminal organizations). The developmental process alone will require the integration of multiple agencies to support the analytical and technical baselines required. Concurrently, a significant increase in dissemination capability needs to be addressed to ensure the integration of state of the art technology with human factor variables. Our capacity to influence must cover the spectrum from high-tech to no-tech and be executed using both traditional and asymmetric means.
Additionally, the SCPCC needs to establish a U.S. sponsored forum that allows for active participation of coalition partners/allies, United Nations and Non-governmental Organizations (NGOs) actors. This multilateral organization should be sub-divided into two parts: one which develops and coordinates internationally vetted strategies and programs which support USG/coalition initiatives; and a second sub-organization which actually deploys within a region and operationalizes this strategy through a multi-faceted information campaign.. These parallel organizations will greatly increase the overall effectiveness of U.S. informational programs by providing on-the-ground truth, increased or enhanced international acceptability through participation and increased legitimacy of action.
With any organizational increase in capability or mission change, adequate funding and manpower will be required. The current restructuring of government in support of Homeland Defense is the perfect venue to incorporate these changes. The ability to influence target audiences and project U.S. information is relatively cheap in comparison to using the other instruments of national power. The personnel and capability is ready; only political emphasis will is required.
CONCLUSIONS
After the events of 9-11, a significant event occurred within the government which greatly affected the USG's ability to develop and send a coherent message abroad: every senior official and political appointee became an "expert" in information and influence operations.
Unfortunately, the interagency process looked like a soccer team composed of eight year olds, and when the whistle blew they all ran towards the ball; this ball was that of strategic information.
Control of the information environment at the strategic level has always been a critical capacity for our government. Not since the Creel Committee (1917) (1918) (1919) has any government organization controlled both the foreign and domestic media, been funded adequately and had the approval authority to further U.S. national goals and objectives. Since that time, numerous government entities have been established to develop coordinate, synchronize and execute a proactive multi-dimensional information capability, however, the results have been meager. The
Presidential authorization of the SCPPC seems to be a move in the right direction, but the interagency needs to cooperate to make it a viable entity.
Knowledge, now more than ever, is power. The U.S. needs to capitalize on its technological and economic advantages and begin selling American democracy again. It worked for over fifty years, and is greatly needed now.
"Good understanding wins favor -Every prudent man acts out of knowledge, but the fool exposes his folly."
Proverbs 13: [15] [16] WORD COUNT = 9,520
